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A computer transmits visual information to a monitor as a continuous stream of RGB pixels, with their inten-
sities encoded as voltage levels in the signal traveling through the video cable. The high-frequency voltage
transitions of the signals generate unintentional electromagnetic emissions, which can be intercepted and used
to reconstruct the displayed image. Under standard conditions, using conventional software-defined radios
with the TempestSDR software, such reconstruction is only feasible at very short distances, typically below
one meter. This work presents methods to extend both the range and the quality of these reconstructions. By
employing a directional Yagi–Uda antenna, a low-noise amplifier, and a band-pass filter, we increased the effec-
tive capture distance to approximately 20 meters. To further enhance image quality, we automated the dataset
generation process, creating a large dataset representing typical computer usage scenarios. We trained two
image restoration convolutional neural networks, DRUNet and DnCNN, and achieved improvements across
all tested image quality metrics. Additionally, we integrated the trained models into TempestSDR, making
high-quality image reconstruction easier for users. Our findings demonstrate the potential vulnerability of
display devices and emphasize the need for preventive measures to enhance their security.
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