MatFyz CONNECTIONS 2025

Contribution ID: 84 Type: Studenti informatika

Explainable Malware Detection via Relational Graph
Neural Networks with Bidirectional Relations

Wednesday, November 26, 2025 3:26 PM (1 minute)

Graph Neural Networks (GNNs) are increasingly applied to cybersecurity tasks such as malware detection,
intrusion detection, and program analysis, as they can model structured program representations and cap-
ture relational dependencies beyond flat feature vectors. However, their black-box nature poses challenges in
security-critical do- mains, where analysts and stakeholders require explanations for trust and forensic anal-
ysis. This has motivated growing interest in explainable GNNs (XGNNs), which aim to provide interpretable
insights into model decisions. In this work, we investigate Relational Graph Convolutional Networks (R-
GCNis) for ontology-based malware detection. We introduce a proof-of-concept framework that incorporates
bidirectional relations through edge reversal to strengthen semantic representation.

Experimental results on the numeric subset of the Ontology—Knowledge Graph EMBER dataset (1,000 bina-
ries) show that bidirectional relations substantially improve performance: R-GCN with edge reversal (RGCN2)
achieved 98% accuracy and true positive rate (TPR), compared to 67% in baseline models, and delivered 87%
fidelity with the Captum explainer. These findings demonstrate the effectiveness of relational GNNs in lever-
aging semantic structures for robust and interpretable malware detection.
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